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Introduction

Integration between Parallels My Account and corporate Identity Providers (IdP) like Azure, Okta, or
Ping Identity enables your organization’s business account admins to log in to Parallels My Account
using Single Sign-On (SSO) following a standard corporate login procedure.

SSO integration provides more control over the users who have access to the organization’s business
account registered with Parallels. Once the integration is up and running, you can grant users access to
your organization’s business account by adding them to the Parallels Business Account Admins group in
your Identity Provider’s directory. If a user with such access leaves the organization, and their account is
deleted or blocked, the access to Parallels My Account is automatically revoked.

The integration between Parallels My Account and a corporate identity provider relies on SAML 2.0 for
SSO and SCIM 2.0 for the synchronization of users’ identity information.

To enable SSO login to Parallels My Account, you must perform a one-time setup procedure to
configure the integration between My Account and your organization’s Identity Provider (IdP). Before
beginning the setup process, please make sure all listed prerequisites are met.

Prerequisites

Your organization’s IdP must support Single Sign-On via SAML 2.0 (Security Assertion Markup
Language).

To enable automatic synchronization of the user's identity information between your IdP and the
Parallels My Account service, your IdP software must support SCIM 2.0 (System for Cross-domain
Identity Management).

As an IdP, Ping Identity supports all required protocols, including SAML 2.0 (Security Assertion Markup
Language) which is used for Single Sign-On, and SCIM 2.0 (System for Cross-domain Identity
Management) which enables automatic synchronization of the users’ data between Ping Identity and the
Parallels My Account service.



Configuration stages

The process of setting up the SSO integration with Parallels My Account includes steps where SAML 2.0
and SCIM 2.0 settings need to be changed on both sides: in Parallels My Account and on your Identity
Provider’s admin page.

Configuration step-by-step

The following is required to complete this stage:

* You must be logged into Parallels My Account and have admin access to your organization’s
business account for which you are going to configure SSO.

¢ You must know what email domain(s) your business account users will use for SSO (explained
below).

e You must either have admin access to the DNS host(s) of the corresponding domain(s) to be able
to add a verification TXT record(s) or be able to ask your IT service for assistance (explained
below).

¢ You must either have admin access that enables you to configure enterprise applications in your
IdP Directory or have access to support from the IT administrator who has such access.

Follow the instructions to begin the process of configuring SSO integration in Parallels My Account:

1. Log into your Parallels account using either your email address and password (not your corporate
login credentials!), or Apple, Google, or Facebook sign-in services. Go to the Dashboard page
(https://my.parallels.com/dashboard), and make sure that your business account is selected as the
current workspace.

I I PafﬂE|S" My ACCOunt Home Dashboard Register Key  Support @

Parallels OEM (Business Account) (12) v Business Profile
—

2. Click the Business Profile item in the business account navigation menu
(https://my.parallels.com/profile/business/general).



https://my.parallels.com/dashboard
https://my.parallels.com/profile/business/general

3. Once on the Business Profile page, choose the IdP Integration menu item to open the IdP
Integration configurator page (https://my.parallels.com/profile/business/idp integration).

I I Pa'aIE|S" My Account Home Dashboard  Register Key  Support @

Dashboard > Business Profile General Security Users(10) IdP Integration
—

4. When on the IdP Integration configurator page, click Start Configuring to begin setting up the
integration between the Parallels My Account service and your organization’s IdP. You will have to
complete the configuration in 7 steps. Each step is represented on the page by a separate item on the
list. The item can be colored grey if the corresponding step has not been completed or green when
the configuration is done. The configuration process is successfully completed when all seven items
on the list are marked green.

5. Start with step 1, then continue until all seven steps are completed. Click on the title of the step’s
section to expand the section, and follow the instructions provided within. It is not mandatory to
complete all steps at once — you can interrupt the process at any time and continue later. The
information entered at the previous steps persists between the sessions.

6. When all configuration steps are completed (marked green), the Activate Integration button
becomes available at the top of the page. Click the button to activate the integration between
Parallels My Account and your Organization’s IdP.

You can deactivate the integration anytime by clicking the Deactivate button at the top of the page.

Continue reading this section to learn more about the configuration steps on the IdP Integration
configurator page (https://my.parallels.com/profile/business/idp integration).

(1) Configure organization's domains

A domain is a part of the email addresses (after the @ symbol) used by the end users in your
organization. When end users try to log in to Parallels My Account using SSO, they are prompted to
enter their work email address. Parallels My Account checks the domain part of the email address and
recognizes that the user belongs to your organization.

Click on the title of section 1 to expand it and read the instructions carefully. Add one or more domains
your organization uses. Note that each domain must be unique: each domain can only be registered to
one business account that your organization has registered with Parallels. Make sure to add only the
domains your organization can control. The Parallels My Account service verifies the domain ownership
by checking a specific TXT record that must be added to the DNS host of the corresponding domain.
Make sure that all domains added to the list are verified before proceeding with the next steps.
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(2) Register the Parallels enterprise application

Registering the Parallels enterprise application (required for integrating with the Parallels My Account
service) in the IdP Directory allows you to configure the SSO-related parameters and correctly provision
the integration between your IdP and the Parallels My Account service.

To register the Parallels enterprise application in your IdP Directory, switch to your IdP management
portal and follow the standard procedure of registering enterprise applications provided by your
organization’s IdP software. While the UI of the configuration dialogs may vary depending on the IdP
provider, the typical procedure is similar for all providers and includes the following steps:

1. Registering a custom enterprise application
2. Configuring the registered application:
o Creating user groups (to be done in step 3 as described below).
o Configuring Single Sign-on via SAML 2.0 (to be done in step 4 as described below).
o Configuring provisioning via SCIM 2.0 (To be done in step 5 as described below. this step
is optional).

The description below illustrates the registration procedure for Ping Identity. It is assumed that you
have the permissions required to register and configure enterprise applications with Ping Identity. If
your organization uses a different IdP service, follow the instructions provided in the admin guide
specific to your IdP of choice.

To register a Parallels enterprise application with Ping Identity:

1. Log into Ping Identity at https://www.pingidentity.com/en/account/sign-on.html using an

account that has privileges for registering and configuring enterprise applications for your organization.

2. On the Start page choose Administrator environment (or any other environment what you could
create before) to open the Ping Identity console page.

3. To register the Parallels enterprise application in Ping Identity, navigate to the Connections tab,
and click the + button on the Applications tab.

M Pingldentity.

Environments

Administrators Applications o

Production

Q, Search

@ < Connections

4. Type the name of the application (the actual name remains at your discretion), choose the SAML
Application option, click Save, and wait while the enterprise application is being created. You will end
up on the landing page of your new Parallels enterprise app.


https://www.pingidentity.com/en/account/sign-on.html

®

[ Add Application

Name and Describe Application

Create a name and description for this application that will make it easy to identify.

Please fill in this field.

Jescription

lcon

Max Size 1.0 MB

Choose Application Type

0 ® Lo

SAML Application OIDC Web App Native
Applications that are accessed within a Web applications that are accessed within a Applications that run from a mobile device or
browser using the SAML protocol. browser using the OpenlD Connect protocol. a desktop computer, including a PingOne
MFA authenticator.

] S

Single-Page Worker Application Catalog

Front-end applications that use an API to Applications that can use the PingOne admin Use a templated integration.

retrieve data. API.
Visit the Application Catalog.

Save Cancel

Once the registration of the Parallels enterprise application in the IdP Directory is completed, switch
back to the integration configurator page at Parallels My Account
(https://my.parallels.com/profile/business/idp integration), expand the section of step 2 and select the
Configuration in the IdP Directory is done option at the bottom of the section. Then move on to the

next step.

(3) Configure user groups mapping

You must create user groups associated with the Parallels enterprise application in your IdP Directory.
Later, you will add users to those groups to let Parallels My Account know which users should have
business account admin privileges in the Parallels ecosystem. At least one user group is required for
adding users with admin access to your organization’s business account registered with Parallels. Once
the group is created, you should add the group's name and ID in step 3 of the integration configurator
page in Parallels My Account.


https://my.parallels.com/profile/business/idp_integration

Start with creating the group in the IdP Directory. To do so, switch to your IdP management portal and
follow the standard procedure of creating a user group and associating it with the Parallels enterprise
application, as provided by your Organization’s IdP. The description below illustrates the registration
procedure for Ping Identity. It is assumed that you have appropriate permissions that allow you to
manage user groups in Ping Identity. If your organization uses a different IdP service, follow the
instructions provided in the admin guide specific to your IdP of choice.

To create a user group for the Parallels enterprise application in Ping Identity:

1. Log into the Ping Identity portal using the account which has privileges for managing user
groups and configuring enterprise applications.

2. On the Start page choose Administrator environment (or any other environment what you could
create before) to open the Ping Identity console page.

3. Navigate to Identifies and switch to the Groups tab.
4. You need to create two groups, one for the users who are supposed to be granted the admin
permissions to access your organization’s business account registered with Parallels, and another for the

regular Parallels Desktop users who are expected to sign into their copies of Parallels products via SSO.

5. Click the + icon to launch the group creation wizard and type in the group name and
description.

Click Save and wait while the group is being created.

- Admins

@ A dministrators Population

%8s Pparallels Desktop

Select the group from the list by click on it to open the page with the properties of the group.

Admins
Administrators Population

«®p
PN

Overview Users Groups

Description

Admins

Last Updated Created

2022-06-13 07:45 PM 2022-06-13 07:45 PM
Group ID

da64ebda-03c2-4b89-8e00-5bed6bd6e02d 0



6. Copy the name of the group that you have specified and the Object ID (assigned automatically)
to Parallels My Account. To do so, switch back to the integration configuration page at Parallels My
Account (https://my.parallels.com/profile/business/idp integration), expand the step 3 section, paste the
name and the ID of the group in the corresponding input fields of the section Parallels Business Account
Admins, and click Save.

Note: Please make sure that the respective group names on the IdP side and the Parallels MyAccount
side match precisely. This will help you avoid potential problems as some |dPs use group names in their
identification and authorization processes.

@ Configure user groups mapping

In your organization’s IdP Directory, create the application group(s) associated with the Parallels Cloud enterprise app you have registered at the
step "2". These groups are used to grant the users in your organisation with permissions and licenses in the Parallels Cloud.

Copy the ID of the application group(s) you have created in your |dP directory.

Parallels Business Account Admins dab4ebda-03c2-4b89-8e00-5bed6bd6e02d
Admins
Parallels Desktop Users 7debc380-2ef0-4db1-9983-2ef96b853164

Users

Once the group is created, it’s necessary to configure attribute mapping. To do so, navigate to the
Application tab and click on the application that has been created in the previous step (2) “Register
Parallels enterprise app”. Then proceed to the Attribute Mappings tab. You must add 4 more mapping
attributes. These mappings associate the PingOne user attributes to the SAML attributes in the

application. Please add the following attributes:

displayname --> Expression: S{user.name.given + "' + user.name.family}
groups --> Group IDs

name --> Username

objectidentifier --> User ID

At this point, you should be able to see the following table:

10
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0o Parallels Desktop for MAC Business Edition D Cox
Client ID: f4263c5f-6727-4bc5-9f6d-60ae7dda5268

Overview  Configuration  Attribute Mappings ~ Policies  Access

If this Application is accessible by users from more than one External IdP, it is recommended that you map the Identity Provider ID attribute so the
Application can distinguish users by their IdP.

These mappings associate PingOne user attributes to SAML or OIDC attributes in the application. See Mapping attributes. o
Parallels Desktop for MAC Business Edition PingOne
saml_subject User ID Required
displayname Expression: ${user.name.given + ' ' + user.name.family}
groups Group IDs
name Username
objectidentifier User ID

Please note that the fields are case-sensitive.

Make sure you have configured both groups: for the Parallels Desktop users and for the Parallels
business account admins. If everything is set, move on to the next step.

(4) Configure SAML integration

SAML 2.0 integration between Parallels My Account and your organization’s IdP allows your
organization’s product admins to use Single Sign-On to log in to the business account registered with
Parallels using their main corporate login credentials. To complete this step, you must copy some
parameters from your Parallels My Account to the settings section of the Parallels enterprise application
registered in the IdP Directory, and then copy certain data provided in the IdP Directory to the Parallels
My Account admin panel.

11



Parallels My Account Organization’s IdP Directory

SAML Settings, Group 1 Single Sign-On Settings (SAML)

Identifier (Entity ID)

Service Provider Entity ID

Reply URL (Assertion Consumer
Service URL)

Assertion Consumer Service URL

SAML Settings, Group 2

Azure AD Identifier

Identity Provider Entity ID

<
=

Identity Provider SSO URL Login URL

Public Certificate < SAML Signing Certificate

The following description illustrates the procedure for Ping Identity. It is assumed that you have
appropriate permissions that allow you to configure enterprise applications in Ping Identity. If your
organization uses a different IdP service, follow the instructions provided in the admin guide specific to
your IdP of choice.

Expand the section of step 4 on the integration configurator page in Parallels My Account
(https://my.parallels.com/profile/business/idp integration). Note that there are two groups of parameters
in the section. The first group has two values, Service Provider Entity ID and Assertion Consumer
Service URL which must be copied from Parallels My Account to the IdP Directory. The second group
includes three parameters — Identity Provider Entity ID, Identity Provider SSO URL, and Public
Certificate. The values for these parameters must be copied from your IdP Directory to Parallels My
Account.

Parameters can be copied between Parallels My Account and the IdP Directory either via metadata files
(assuming your IdP software supports transferring those parameters via external files) or manually.

Begin with copying the first group of parameters—Service Provider Entity ID and Assertion Consumer
Service URL (both values are pre-set automatically and cannot be changed) from Parallels My Account
to the IdP Directory.

1. Login to the Ping Identity portal using the account which has privileges for configuring
enterprise applications.

2. Login to https://my.parallels.com/profile/business/idp integration .You need to copy the
following parameters to the IdP:

12
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@ Configure SAML integration -

Configure the Single Sign-On integration between the Parallels My Account and your Identity Provider. Single Sign-On allows users in your
organization to login to the Parallels products and services by passing your organization's standard corporate login and activate Parallels products
on their computers. Single Sign-On works via SAML 2.0 protocol.

Service Provider Settings

These properties must be transferred to the organization’s IdP.

Download a metadata file or copy and paste the following information manually:

Service Provider Entity ID https://account.myparallels.com/ea1644f0-a8c2-4a23-80c4-549426f3ed6b Copy

Assertion Consumer Service URL https://account.myparallels.com/webapp/sso/acs/ea1644f0-a8c2-4a23-80c4-£ Copy

Ji

On the Start page of Ping Identity choose Administrator environment (or any other

environment you may have created previously) to open the Ping Identity console page, then go to the
Connections tab and switch to the Applications tab.

Once on the Applications tab, choose the application what you have created before (at step 2)

and navigate to the Configuration tab.

Click the Edit Configuration button.

Copy the specified parameters from Parallels My Account to the Ping Identity interface as

shown below.
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[0 Parallels Desktop for MAC Business Edition » Edit Configuration

ACS URLS

https://account.myparallels.com/webapp/sso/acs/eal 644f0-a8c2-4a2...

+ Add

SIGNING KEY

PingOne SSO Certificate for Administrators environment (Default) v

( Download Signing Certificate )

@ Sign Assertion (O Sign Response (O Sign Assertion & Response

Signing Algorithm *
RSA_SHA256

ENCRYPTION

|:| Enable Encryption

ENTITY ID *
https://account.myparallels.com/eal644f0-a8c2-4a23-80c4-54942613e...

7. On the same page, click Download Signing Certificate. This will be required in the next steps.

8. Exit from the editing tab and go back to the Configuration tab.

9. Now you need to copy the Issuer ID and Single Sign-On service URL to Parallels My Account.
10. Please open the certificate that has been downloaded at step 7 with a text editing application and

copy its contents to the Public Certificate field of Parallels My Account, as shown below:

14



@ Configure SAML integration

Configure the Single Sign-On integration between the Parallels My Account and your Identity Provider. Single Sign-On allows users in your
organization to login to the Parallels products and services by passing your organization’s standard corporate login and activate Parallels products
on their computers. Single Sign-On works via SAML 2.0 protocol.

Service Provider Settings
These properties must be transferred to the organization’s IdP.

Download a metadata file or copy and paste the following information manually:

Service Provider Entity ID https://account.myparallels.com/ea1644f0-a8c2-4a23-80c4-549426f3edbb Copy
Assertion Consumer Service URL https://account.myparallels.com/webapp/sso/acs/eal1644f0-a8c2-4a23-80c4-& Copy

Identity Provider Settings
These properties must be retrieved from the organization's IdP.

Upload a metadata file or copy and paste the information manually:

Identity Provider Entity ID https://auth.pingone.com/6ba0de09-c9e3-4f61-917b-d85a62a0da02
Identity Provider SSO URL https://auth.pingone.com/6ba0de09-c9e3-4f61-917b-d85a62a0da02/saml20/idp/sso
Public Certificate MIIDejCCAMKgAwIBAgIGAYEg/g16MAOGCSqGSIb3DQEBCWUAMH4xCzA|BgNVBAYTAIVTMRYw

FAYDVQQKDA1QaW5nIEIkZW50aXR5MRYwFAYDVQQLDA1QaWsnIEIkZW50aXR5MT8wPQYDV
QQDDDZQaW5nT25lIFNTTyBDZXJ0aWZpY2F0ZSBmb3IgQWRtaWSpc3RyYXRvenMgZW52aX|vb
m1lbnQwHhcNMjIwNjAxMjAzODQSWhcNMjMwWNjAXMjAzODQ5WjB+MQswCQYDVQQGEwWVU
ZEWMBQGATUECEWNUGIUZyBJZGVudGl0e TEWMBQGA1 UECWwwNUGIuUZyBJZGVudGIl0e TE/MD
0GATUEAWW2UGIUZ09uZSBTU08gQ2VydGImaWNhdGUgZm9ylEFkbWIuaXNOcmFOb3)zIGVud

el IEFTVAIENRAIDEARNID Alim b Lm0 NDANECA ANC ANO ARAID A ANEA+D I 4rCriltmlinaE7wrAD AL

(5) Configure SCIM integration

SCIM 2.0 integration between Parallels My Account and your Organization’s IdP allows you to keep
user identity information in Parallels My Account in constant sync with the updates made to user

identities in the IdP Directory.

It is assumed that your IdP software supports SCIM. For this reason, the SCIM Support option in the step
5 section on the integration configurator page in the Parallels My Account is enabled by default. If your

IdP does not support SCIM, disable the option and move on to the next step.

The following description is based on the assumption that SCIM is supported.

To configure provisioning via SCIM, you must copy two parameters: SCIM Base URL and Bearer Token

(both values are pre-set automatically and cannot be changed) from the step 5 section of the integration

configurator in Parallels My Account to the IdP Directory.
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Parallels My Account Organization’s |dP Directory

SCIM Settings Provisioning Settings (SCIM)

Tenant URL

SCIM Base URL

Bearer Token Secret Token

The description below illustrates the procedure for Ping Identity. It is assumed that you have
appropriate permissions that allow you to configure enterprise applications in Ping Identity. If your
organization uses a different IdP service, follow the instructions provided in the admin guide specific to
your IdP of choice.

To configure SCIM settings at the IdP management portal:

1. Go to Connections - Provisioning.

2. Click + and then click New connection.

3. Enter a name and description for this provisioning connection (the actual name and description
remain at your discretion). The connection name will appear on the list once you have completed
and saved the connection.

4. Click Next.

5. On the Configure authentication screen, enter the following:

o SCIM Base URL. The fully qualified URL to use for the SCIM resources is
https://account.myparallels.com/scim.

o Connection profile. Select the authentication method to use: Bearer Token.

o Copy the contents of the Bearer Token from https://my.myparallels.com and paste it into
the appropriate field.

16
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@ Configure SCIM integration

v/ SCIM support

Configure the exchange of the user identity information between your organization's IdP Directory and Parallels My Account. This allows the IdP to
deliver updates about the users in your organisation to Parallels My Account whenever users are added to or removed from the application
groups configured at the step "3". The identity synchronisation works via SCIM 2.0 protocol. It is recommended to have it configured it in case
when the IdP supports SCIM.

Copy and paste the following information to the |dentity Provider:

SCIM Base URL https://account.myparallels.com/scim Copy
Bearer Token 9071d0e609054b479c84e7b045d1¢98f Copy

6. Click Save to save the changes.

Once the provisioning settings in the IdP Directory have been saved, switch back to Parallels My
Account and select the Configuration in the IdP Directory is done option at the bottom of the section to
confirm that you have finished the configuration procedure in the IdP Directory. Then continue to the
next step.

(6) Add users to the application groups

Add users to the group created at step 3 (described earlier) to grant them permissions to log into your
organization’s business account registered with Parallels using SSO. To do so, navigate to the Start page,
and choose Administrator environment (or any other environment what you could create before) to
open the Ping Identity console page. Then navigate to Identifies, then Users, and create users by clicking
the Add User button. Once it is done, or if you plan to add users later, select the Configuration in the
IdP Directory is done option at the bottom of the section.

Once users have been created, you need to add them to the groups created above. To do so, navigate
back to Identifies tab and switch to the Groups tab. Click on the group name and add users to it.

(7) Configure backup login

The backup login can be used to access your organization’s business account registered with Parallels
bypassing Single Sign-On in an event of a SSO malfunction. By default, the backup login is set to the
email address of the currently logged-in user. If you want to define a different backup login, add more
users first on the Users page of the Business Profile section in Parallels My Account
(https://my.parallels.com/profile/business/users?role=All&status=All). The new user must log into the
business account at least once before they can be designated as a backup login.
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Activating and testing SSO

Once all seven configuration steps are completed (marked green), click the Activate Integration button
at the top of the IdP Integration page in Parallels My Account
(https://my.parallels.com/profile/business/idp integration) to activate the integration.

Testing SSO on login to Parallels My Account

To check that SSO works as expected, follow these steps:

1. Make sure that the integration with the IdP is activated (check the IdP Integration page in Parallels
My Account). Then, sign out of the current session.

2. DO NOT enter your corporate email and password directly on the Parallels My Account Sign In
page! Click the Continue with SSO button instead. It opens the popup dialog prompting you to
enter your email address. This is where the Single Sign-On procedure starts.

3. Type your corporate email address into the popup dialog that opens, then click Continue. Your email
address must belong to one of the domains defined in the list of your organization’s domains on the

IdP Integration page in Parallels My Account (read (1) Configure organization’s domains earlier in

this document for more details).

4. Once the domain in your email address is recognized, Parallels My Account redirects you to your
organization’s IdP.

5. One of the following happens: if you're not currently logged in with your organization’s IdP, the IdP
asks you to pass the standard login procedure. If you're already logged in, and the session is still
valid, your IdP responds without prompting you to log in. Once your IdP lets you in, it relays the
data about your account to the Parallels My Account service, Parallels My Account checks the
response received from the IdP and allows you to proceed.

18


https://my.parallels.com/profile/business/idp_integration

