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Introduction

Integration between Parallels My Account and corporate Identity Providers (IdP) like Azure, Okta, or
Ping Identity enables your organization’s business account admins to log in to Parallels My Account
using Single Sign-On (SSO) following a standard corporate login procedure.

SSO integration provides more control over the users who have access to the organization’s business
account registered with Parallels. Once the integration is up and running, you can grant users access to
your organization’s business account by adding them to the Parallels Business Account Admins group in
your Identity Provider’s directory. If a user with such access leaves the organization, and their account is
deleted or blocked, the access to Parallels My Account is automatically revoked.

The integration between Parallels My Account and a corporate identity provider relies on SAML 2.0 for
SSO and SCIM 2.0 for the synchronization of users’ identity information.

To enable SSO login to Parallels My Account, you must perform a one-time setup procedure to
configure the integration between My Account and your organization’s Identity Provider (IdP). Before
beginning the setup process, please make sure all listed prerequisites are met.

Prerequisites

Your organization’s IdP must support Single Sign-On via SAML 2.0 (Security Assertion Markup
Language).

To enable automatic synchronization of the user's identity information between your IdP and the
Parallels My Account service, your IdP software must support SCIM 2.0 (System for Cross-domain
Identity Management).

As an IdP, Microsoft Azure supports all required protocols, including SAML 2.0 (Security Assertion
Markup Language) which is used for Single Sign-On, and SCIM 2.0 (System for Cross-domain Identity
Management) which enables automatic synchronization of the users’ data between Ping Identity and the
Parallels My Account service.



Configuration stages

The process of setting up the SSO integration with Parallels My Account includes steps where SAML 2.0
and SCIM 2.0 settings need to be changed on both sides: in Parallels My Account and on your Identity
Provider’s admin page.

Configuration step-by-step

The following is required to complete this stage:

¢ You must be logged into Parallels My Account and have admin access to your organization’s
business account for which you are going to configure SSO.

¢ You must know what email domain(s) your business account users will use for SSO (explained
below).

e You must either have admin access to the DNS host(s) of the corresponding domain(s) to be able
to add a verification TXT record(s) or be able to ask your IT service for assistance (explained
below).

¢ You must either have admin access that enables you to configure enterprise applications in your
IdP Directory or have access to support from the IT administrator who has such access.
Follow the instructions to begin the process of configuring SSO integration in Parallels My Account:
1. Log into your Parallels account using either your email address and password (not your corporate

login credentials!), or Apple, Google, or Facebook sign-in services. Go to the Dashboard page
(https://my.parallels.com/dashboard), and make sure that your business account is selected as the

current workspace .
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2. Click the Business Profile item in the business account navigation menu
(https://my.parallels.com/profile/business/general).

3. Once on the Business Profile page, choose the IdP Integration menu item to open the IdP
Integration configurator page (https://my.parallels.com/profile/business/idp integration).
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4. When on the IdP Integration configurator page, click Start Configuring to begin setting up the
integration between the Parallels My Account service and your organization’s IdP. You will have to
complete the configuration in 7 steps. Each step is represented on the page by a separate item on the
list. The item can be colored grey if the corresponding step has not been completed or green when
the configuration is done. The configuration process is successfully completed when all seven items
on the list are marked green.

5. Start with step 1, then continue until all seven steps are completed. Click on the title of the step’s
section to expand the section, and follow the instructions provided within. It is not mandatory to
complete all steps at once — you can interrupt the process at any time and continue later. The
information entered at the previous steps persists between the sessions.

6. When all configuration steps are completed (marked green), the Activate Integration button
becomes available at the top of the page. Click the button to activate the integration between
Parallels My Account and your Organization’s IdP.

You can deactivate the integration anytime by clicking the Deactivate button at the top of the page.

Continue reading this section to learn more about the configuration steps on the IdP Integration
configurator page (https://my.parallels.com/profile/business/idp integration).

(1) Configure organization-s domains

A domain is a part of the email addresses (after @ symbol) used by the end users in your organization.
When end users try to log in to Parallels My Account using SSO, they are prompted to enter their work
email address. Parallels My Account checks the domain part of the email address and recognizes that the
user belongs to your organization.

Click on the title of section 1 to expand it and read the instructions carefully. Add one or more domains
your organization uses. Note that each domain must be unique: each domain can only be registered to
one business account that your organization has registered with Parallels. Make sure to add only the
domains your organization can control. The Parallels My Account service verifies the domain ownership
by checking a specific TXT record that must be added to the DNS host of the corresponding domain.
Make sure that all domains added to the list are verified before proceeding with the next steps.
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(2) Register the Parallels enterprise application

Registering the Parallels enterprise application (required for integrating with the Parallels My Account
service) in the IdP Directory allows you to configure the SSO-related parameters and correctly provision
the integration between your IdP and the Parallels My Account service.

To register the Parallels enterprise application in your IdP Directory, switch to your IdP management
portal and follow the standard procedure of registering enterprise applications provided by your
organization’s IdP software. While the UI of the configuration dialogs may vary depending on the IdP
provider, the typical procedure is similar for all providers and includes the following steps:

1. Registering a custom enterprise application
2. Configuring the registered application:
o Creating user groups (to be done in step 3 as described below).
o Configuring Single Sign-on via SAML 2.0 (to be done in step 4 as described below).
o Configuring provisioning via SCIM 2.0 (To be done in step 5 as described below. this step
is optional).

The description below illustrates the registration procedure for Microsoft Azure. It is assumed that you
have the permissions required to register and configure enterprise applications with Azure. If your
organization uses a different IdP service, follow the instructions provided in the admin guide specific to
your IdP of choice.

To register a Parallels enterprise application with Microsoft Azure:

1. Log into the Microsoft Azure portal using an account that has the privileges required to register and
configure enterprise applications for your organization.

2. On the Home page (https://portal.azure.com/#home), choose Azure Active Directory in the Azure
services gallery to open the Azure Active Directory landing page.

3. Choose Enterprise applications in the Manage section on the left-hand side panel to open the page
with the list of the enterprise applications registered with your organization.

4. Click New application above the list of registered applications to open the Browse Azure AD Gallery
page which allows you to add a new app.

5. Click Create your own application to start the procedure of registering a new custom enterprise app.
The popup panel Create your own application opens on the right.

6. Type the name of the application (the actual name remains at your discretion), choose the Integrate
any other application you don't find in the gallery (Non-gallery) option, click Create and wait while
the new enterprise application is being created. You will end up on the landing page of your new
Parallels enterprise application.


https://portal.azure.com/#home

Once the Parallels enterprise application registration in the IdP Directory is completed, switch back to
the integration configurator page at Parallels My Account

(https://my.parallels.com/profile/business/idp _integration), expand the section of step 2, and select the
Configuration in the IdP Directory is done option at the bottom of the section. Then proceed to the next
step.

(3) Configure user groups mapping

You must create user groups associated with the Parallels enterprise application in your IdP Directory.
Later, you will add users to those groups to let Parallels My Account know which users should have
business account admin privileges in the Parallels ecosystem. At least one user group is required for
adding users with admin access to your organization’s business account registered with Parallels. Once
the group is created, you should add the group's name and ID in step 3 of the integration configurator
page in Parallels My Account.

Start with creating the group in the IdP Directory. To do so, switch to your IdP management portal and
follow the standard procedure of creating a user group and associating it with the Parallels enterprise
application, as provided by your Organization’s IdP. The description below illustrates the registration
procedure for Microsoft Azure. It is assumed that you have appropriate permissions that allow you to
manage user groups in Azure. If your organization uses a different IdP service, follow the instructions
provided in the admin guide specific to your IdP of choice.

To create a user group for the Parallels enterprise application in Microsoft Azure:

1. Log into the Microsoft Azure portal using the account which has privileges for managing user groups
and configuring enterprise applications.

2. On the Home page (https://portal.azure.com/#home), choose Azure Active Directory in the Azure

services gallery to open the Azure Active Directory landing page.

3. Choose Groups in the Manage section on the left-hand side panel to open the page with the list of
the user groups registered in your tenant.

4. Click New group above the list of registered groups to open the page for creating a new group.
5. When on the page for creating a new group, specify:

e Group type: “Security”,

e Name and description of the group at your discretion,

e Membership type: “Assigned”.

6. Click Create and wait while the group is being created.

7. Once the group is created, it appears on the list of groups automatically. Select the group from the
list (click on it) to open the page with the group’s properties.
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8. Repeat steps 3, 4, and 5 once again. Your goal is to set up two groups, one for the admins of your
organization’s Parallels business account, and another for the users of Parallels products who will be
granted permission to activate them via a SSO procedure.

Note: Please make sure that the respective group names on the IdP side and the Parallels MyAccount
side match precisely. This will help you avoid potential problems as some |dPs use group names in their
identification and authorization processes.

9. Copy the name of the groups you have specified and the Object ID (assigned automatically) to
Parallels My Account. To do so, switch back to the Parallels My Account integration configuration
page (https://my.parallels.com/profile/business/idp integration), expand the step 3 section, paste the
name and the ID of the group to the corresponding input fields in the Parallels Business Account
Admins and Parallels Desktop Users sections, and click Save.

10. Switch back to the Microsoft Azure portal and associate the group with the Parallels enterprise app.
To do so, choose MS Azure Home > Azure Active Directory > Enterprise applications. Selects the
Parallels enterprise application from the list, click on it to open the application’s home page, select
Users and groups on the side panel on the left, and click Add user/group to select the group created
at step 4, then finally click Assign.

11. While on the Parallels application’s home page in MS Azure Home, select Properties in the left-hand
side panel, scroll down to the Assignment Required setting, and enable it.

Once the required user group is created in the IdP Directory and associated with the Parallels enterprise
app, switch back to the Parallels My Account integration configurator page
(https://my.parallels.com/profile/business/idp integration). If everything is set, move on to the next step.

(4) Configure SAML integration

SAML 2.0 integration between Parallels My Account and your organization’s IdP allows your
organization’s product admins to use Single Sign-On to log in to the business account registered with
Parallels using their main corporate login credentials. To complete this step, you must copy some
parameters from your Parallels My Account to the settings section of the Parallels enterprise application
registered in the IdP Directory, and then copy certain data provided in the IdP Directory to the Parallels
My Account admin panel.
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Parallels My Account Organization’s IdP Directory

SAML Settings, Group 1 Single Sign-On Settings (SAML)

Identifier (Entity ID)

Service Provider Entity ID

Reply URL (Assertion Consumer
Service URL)

>

Assertion Consumer Service URL

SAML Settings, Group 2

Identity Provider Entity ID Azure AD ldentifier

Identity Provider SSO URL Login URL

Public Certificate SAML Signing Certificate

The following description illustrates the procedure for Microsoft Azure. It is assumed that you have
appropriate permissions that allow you to configure enterprise applications in Azure. If your
organization uses a different IdP service, follow the instructions provided in the admin guide specific to
your IdP of choice.

Expand the Step 4 section on the integration configurator page in Parallels My Account
(https://my.parallels.com/profile/business/idp integration). Note that there are two groups of parameters

in the section. The first group has two values, Service Provider Entity ID and Assertion Consumer
Service URL which must be copied from Parallels My Account to the IdP Directory. The second group
includes three parameters — Identity Provider Entity ID, Identity Provider SSO URL, and Public
Certificate. The values for these parameters must be copied from your IdP Directory to Parallels My
Account.

There are two ways to copy the parameters between Parallels My Account and the IdP Directory: via
metadata files (assuming your IdP software supports transferring those parameters via external files) or
manually.

Begin with copying the first group of parameters—Service Provider Entity ID and Assertion Consumer

Service URL (both values are pre-set automatically and cannot be changed) from Parallels My Account
to the IdP Directory.

Option 1: Copying the data from Parallels My Account to Microsoft Azure via
a metadata file

Click Download a metadata file link in the subtitle of the group to save these parameters to the external
metadata file.
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To transfer the values of the parameters from the metadata file to the IdP Directory, follow these steps:

1.

Log into the Microsoft Azure portal using the account which has privileges for configuring
enterprise applications.

Choose MS Azure Home > Azure Active Directory > Enterprise applications, select the Parallels
enterprise application from the list, click on it to open the application’s home page, and choose
Single sign-on in the Manage section on the left-hand side panel to open the page for configuring
the Single Sign-On method for the enterprise application.

When on the Single Sign-On configuration page, choose SAML as the Single Sign-On method. The
page for configuring a Single Sign-on with SAML will open.

On the Set up Single Sign-on with SAML page, click Upload metadata file at the top of the page to
open the popup dialog that allows you to select the file. Select the file you have previously
downloaded from Parallels My Account, then click Add to load the data from the selected file. The

popup panel opens with the properties of the basic SAML configuration loaded from the metadata
file.

Check that the following parameters are set: Identifier (Entity ID), Reply URL (Assertion Consumer
Service URL), and the values of the parameters correspond to what was provided in Parallels My
Account.

On the left pane, choose Single sign-on and select Attributes and Claims, then Edit, then Add new
claim “user.groups”.

= Microsoft Azure 2 Search resources, senvices, and docs (G+/)

Home Corel Corporation Enterprise applications Corel-PROD-ParallelsDesktopSSOActivation

Corel-PROD-ParallelsDesktopSSOActivation | SAML-based Sign-on

T Upload metadata file ) Change single sign-on mode = Test this application 2 Got feedback?
B Overview
[0l peployment Flan + Cinm o th S A
b1 Deploy Set up Single Sign-On with SAML
Manage An S50 implementation based on fede mproves security, reliability, and end user experiences and is casier to

I Properties

2 Provisiening Reply URL (Assertion Consumer Service URL)

Single sign-on

implement. Choose SAML single sign-o ible for existing applications that do not use OpeniD Connect ar OAuth. Learn

Sumars Read the configura uide o for help integrating Corel-PROD-ParalMgDeskiop5SOActivation.
Roles and administrators o

Basic SAML Configuration 9 o
Users and groups Edit

fier (Entity ID)
Identifier (Entity 1D)

ion proxy Sign on L

C Self-service L L
- Lagout Url (Optional)
6 Attributes & Claims ? E
Security dit
grenname user.grenname
® Conditional Access 1 4
surname usersurname
' Permissions emailaddress user.mail
name user.userprnncipainame
© Token encryption Unique User Identifier user.userprincipalname
Group user.groups

Activity
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S
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Additional claims

Claim name Value

< Advanced settings (Preview)

Home > Corel Corporation erprise application: Corel-PROD-ParallelsDesktopSSOActivation > SAML-based Sign-o i
o orel Corporation > Enterprise applications el D-ParallelsDesktopss: on > SAML-based Sign-on Group Claims
Manage the group claims used

Attributes & Claims

4 >
Add new caim %30 & g n Columns & Got feedback?

Required claim

Claim name Value

Unigue User Identifier (Name D) user.userprincipalname [nameid-format:emailaddre] ** Allgroups
Security groups

Additional claims

Claim name Value gned to the application

emas microsoft.com/ws/2008/06 fidentity/cl. user.groups [

Source attribute *

Group ID

v Advanced options

+ hdvanced settings (Preview)

7. Click Save at the top of the panel to save the configuration. Close the Basic SAML Configuration
panel.

Option 2: Copying data from Parallels My Account to Microsoft Azure
manually

Alternatively, you can set up the basic SAML configuration manually. To do so, perform steps 1-3 as
described above. When on the Set up Single Sign-on with SAML page, click Edit in the section (1) Basic
SAML Configuration. A popup panel will open with the properties of the basic SAML configuration (the
values won’t be set). Copy the value of the Service Provider Entity ID from Parallels My Account to the
Identifier (Entity ID) box in the IdP Directory. Copy the value of Assertion Consumer Service URL from
Parallels My Account to the Reply URL (Assertion Consumer Service URL) box in the IdP Directory.
Click Save at the top of the panel to save the configuration. Close the Basic SAML Configuration panel.

Additionally, you may also need to configure Attributes & Claims (by adding the “user.groups” claim) on
the Single Sign-on page in Microsoft Azure as described above (see step ‘6’ in the previous chapter).
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Continue setting up three parameters in the second group in Parallels My Account by copying the values
retrieved from the IdP Directory. The values can be copied via the metadata file or manually.

Finally, select the Configuration in the IdP Directory is done option at the bottom of the section in
Parallels My Account to confirm that you have finished the configuration procedure in the IdP
Directory, and move on to the next step.

(5) Configure SCIM integration

SCIM 2.0 integration between Parallels My Account and your Organization’s IdP allows you to keep
user identity information in Parallels My Account in constant sync with the updates made to user
identities in the IdP Directory.

It is assumed that your IdP software supports SCIM. For this reason, the SCIM Support option in the step
5 section on the integration configurator page in the Parallels My Account is enabled by default. If your
IdP does not support SCIM, disable the option and move on to the next step.

The following description is based on the assumption that SCIM is supported.
To configure provisioning via SCIM, you must copy two parameters: SCIM Base URL and Bearer Token

(both values are pre-set automatically and cannot be changed) from the step 5 section of the integration
configurator in Parallels My Account to the IdP Directory.

Parallels My Account Organization’s IdP Directory

SCIM Settings Provisioning Settings (SCIM)

Tenant URL

SCIM Base URL >

Secret Token

Bearer Token

The description below illustrates the procedure for Microsoft Azure. It is assumed that you have
appropriate permissions that allow you to configure enterprise applications in Azure. If your
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organization uses a different IdP service, follow the instructions provided in the admin guide specific to
your IdP of choice.

To configure SCIM settings at the IdP management portal:

1. Log into the Microsoft Azure portal using the account which has privileges for configuring
enterprise applications.

2. Choose MS Azure Home > Azure Active Directory > Enterprise applications. Select the Parallels
enterprise application in the list, click on it to open the application’s home page, SSB<: choose
Provisioning in the Manage section on the left-hand side panel to open the page for configuring the
provisioning settings of the enterprise application.

3. On the Provisioning page, click Get Started. It opens the page where you can configure the
provisioning settings.

4. When on the configuration page, set Provisioning Mode [0 “Automatic”, then expand the Admin
Credentials section and set Tenant URL to SCIM Base URL (retrieve the value from Parallels My
Account), Secret Token to Bearer Token (retrieve the value from Parallels My Account).

5. Click Save to save the changes.

Once the provisioning settings in the IdP Directory have been saved, switch back to Parallels My
Account and select the Configuration in the IdP Directory is done option at the bottom of the section to
confirm that you have finished the configuration procedure in the IdP Directory. Then continue to the
next step.

(6) Add users to the application groups

Add users (product admins) to the group created in step 3 (described above) to permit them to log into
Parallels My Account using their corporate login credentials. To do so, switch to the IdP management
portal and follow the conventional procedure (as provided by the IdP software) for adding users to the
groups. Once it is done, or if you plan to add users later, select the Configuration in the IdP Directory is
done option at the bottom of the section.

(7) Configure backup login

The backup login can be used to access your organization’s business account registered with Parallels
bypassing Single Sign-On in an event of a SSO malfunction. By default, the backup login is set to the
email address of the currently logged-in user. If you want to define a different backup login, add more
users first on the Users page of the Business Profile section in Parallels My Account
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(https://my.parallels.com/profile/business/users?role=All&status=All). The new user must log into the
business account at least once before they can be designated as a backup login.

Activating and testing SSO

Once all seven configuration steps are completed (marked green), click the Activate Integration button
at the top of the IdP Integration page in Parallels My Account
(https://my.parallels.com/profile/business/idp integration) to activate the integration.

Testing SSO on login to Parallels My Account

To check that SSO works as expected, follow these steps:

1. Make sure that the integration with the IdP is activated (check the IdP Integration page in Parallels
My Account). Then, sign out of the current session.

2. DO NOT enter your corporate email and password directly on the Parallels My Account Sign In
page! Click the Continue with SSO button instead. It opens the popup dialog prompting you to
enter your email address. This is where the Single Sign-On procedure starts.

3. Type your corporate email address into the popup dialog that opens, then click Continue. Your email
address must belong to one of the domains defined in the list of your organization’s domains on the

IdP Integration page in Parallels My Account (read (1) Configure organization’s domains earlier in

this document for more details).

4. Once the domain in your email address is recognized, Parallels My Account redirects you to your
organization’s IdP.

5. One of the following happens: if you're not currently logged in with your organization’s IdP, the IdP
asks you to pass the standard login procedure. If you're already logged in, and the session is still
valid, your IdP responds without prompting you to log in. Once your IdP lets you in, it relays the
data about your account to the Parallels My Account service, Parallels My Account checks the
response received from the IdP and allows you to proceed.
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