Eliminate IP Blacklisting:

Why outbound spam protection should be an
Integral part of your messaging security suite.

Real Security. In Real Time.



= Your current Messaging Security Suite
= Outbound Spam & Blacklisting

= Why Outbound Spam protection
needs to be In your suite
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Anti-spam protection
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Virus protection
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Increasing volumes of emall
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It's about protection

Inbound threats Outbound threats
affect your customers  affect your business

Your solution: Your solution:
Messaging Security Suite ?
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Outbound threats — outgoing spam
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Is Outbound Spam really a threat?

First ever comprehensive study
on Outbound Spam

- Surveyed web hosters, ISPs, portals,
other types of email providers
and email end-users from around the
world

= June 2010

- Research Objective

- Assess the scope of Blacklisting and
Outbound Spam problem

Solutions being used

Real Security. In Real Time.
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Methods Used to Deal With Outbound Spam

Open source / in-house tailored solution

Commercial inbound anti-spam solution,
but implemented for outbound

Manual handling by internal abuse team
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Source: Osterman Research, June 2010
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Methods Used to Deal With Outbound Spam

Open source / in-house tailored solution 70%

of service providers
Commercial inbound anti-spam solution, are not completely
but implemented for outbound satisfied with their
current solutions and

practices designed to
Manual handling by internal abuse team block outbound spam.
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Why are they not satisfied?

Operations/help
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Source keeps
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Problems Associated with Outbound Spam
(% Responding a Problem or Significant Problem)

It leads to having our IP addresses blacklisted

It adds to our cost of doing business

It wastes our operations / IT time
It damages our corporate reputation

It affects our customer’s service levels

It affects our ability to get new customers
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Source: Osterman Research, June 2010
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M. miRAPOINT

Secure Messaging, Simplified.

“ISP customers constantly tell us that outbound
spam is the biggest operational headache they
face. Each week they spend countless hours
getting off blacklists and chasing down

compromised accounts or spammers on their
networks."

Frank Knifsend, SVP Products, Marketing & Operations
Mirapoint

eal Security. In Real Time.
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Reasons to Deploy an Outbound Spam Solution

(% Responding an Important or Extremely Important Reason)

To reduce costs

To increase revenue

To provide better customer service

To provide a competitive differentiation
for our company

72%

For compliance purposes 70%
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Source: Osterman Research, June 2010
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Case Study - Outbound Spam Protection Solution

Business: Hosting Provider
Founded: 1998
Major clients:

SSSSSSSSS

H D S I \/ \//\Y - Global Business: US, Canada,

Europe, India, Korea and
Australia

Employees: 700

Outgoing Messages
Processed: Millions

Serving: 400,000 domains

Real Security. In Real Time.
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HOSTWAY

Problem:

Outgoing spam sent from
compromised accounts in
their network whose
credentials had been phished

| Nj_? 2\ Your .Bonk, S

Password?

Result

IP Blacklisting - IP
addresses were being
blocked by multiple ISPs
simultaneously

Real Security. In Real Time.
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HOSTWAY

- Previous Process:

~ . Combination of rate limiters,
i filters, logs and queue size alerts

- Manual detection of spammers
and compromised accounts
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Real Security. In Real Time.

Issues
Intensive process

Spammers managed to work
around the rate limits by
automating the creation of new
compromised accounts
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HOSTWAY

“Commtouch’s Outbound Spam Protection helped
Hostway identify many compromised/phished
accounts as well as “trickle spam” that we
otherwise couldn’t detect because it was below our
rate limits. Blocking outbound spam in real-time
has prevented us from being blacklisted by any
major ISPs.”

John Martis, Executive VP
Hostway

Real Security. In Real Time.
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HOSTVWAY

Results of implementing a dedicated
Outbound Spam solution

Eliminated the Improved
source

Operational Customer
Costs Satisfaction
No major Automated

ISPs Process
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Desired Attributes of an Outbound Spam Solution
(% Responding an Important or Extremely Important Attribute)

The ability to intercept/block outbound
. . 74%
spam with low false positives

The ability to adjust filtering thresholds

0,
to minimize blocking errors R
The ability to block sp.am being 68%
sent via Port 25
The ability to identify senders of 78%

outbound spam
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Source: Osterman Research, June 2010
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Case Study — Asian ISP

Serving: Millions of business and consumer customers
Services: Broad spectrum of Internet services

Size: One of largest in Asia

Outgoing Messages Processed: 3.5 Million/hour

ISP

“We were unknowingly sending out large amounts of spam
from our network and our IP’s were being blacklisted. As a
premium service provider, we could not afford to get
blacklisted. Hundreds of man-hours were being spent every
month by our call center and technical support teams to
handle spam related issues,”

Head of Network Operations

Real Security. In Real Time.
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Results of implementing a dedicated

Outbound Spam solution

$25K/month

Customer
related
helpdesk
calls

y

99.9% Significantly Significantly
reduction less time fewer

Bandwidth
Savings

* Increased Savings
* Improved Customer Experience

 Increased efficiency of IT & Customer Support

Real Security. In Real Time.
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Why Outbound Spam Protection
heeds to be part of your Messaging Suite




C

Outbound Completes Your Messaging Security Suite

Inbound Spam Antivirus Outbound Spam
Protection Protection Protection

-

Protect from threats to Protect from threats to
your customers your customers &
your business

ouch®
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Suite of Real-time Internet Security Services

Messaging Security
Protect against spam & phishing outbreaks
IP Perimeter defense
Block & identify outbound spam & spammers

comys77touch®

Globalview Network

Antivirus
Protect against malware threats
Zero-hour virus detection

Web Security
Comprehensive URL filtering coverage & accuracy

|| Parallels

Optimized Computing

_______________________________________ N
( Industry Standard Plugins
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About Commtouch

Est. 1991, Public (NASDAQ: CTCH)
Internet Security (Anti-spam, Antivirus, Web Security)

Patented Technology
150 partners

Over 190 countries
Some key partners:
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