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« Ensure that your video and network card drivers are up to date based on the manufacturer’s
recommendations.

« Enable bitmap caching in your RDP session. This can result in some significant bandwidth
savings and can also improve the refresh speed. However, this does not mean that graphics
intensive applications will run at the same performance level as they would in a non-RDP
session.

« Understanding how font exchange works can also lead to some opportunities for performance
improvements. Font exchanges occur between the client and server to determine which
common system fonts are installed. The client notifies the Terminal Server of all installed
system fonts to enable faster text rendering during an RDP session. When the Terminal Server
knows what fonts the client has available, passing compressed fonts and Unicode character
strings rather than larger bitmaps to the client can save network bandwidth

« If network bandwidth is not as much of a concern, you can increase the frame rate on the client
side via a registry modification.

https://blogs.technet.microsoft.com/askperf/2009/04/17 /terminal-services-and-graphically-
intensive-applications/

To learn how to increase the frame rate on the server side, see https://support.microsoft.com/en-
us/help/2885213/frame-rate-is-limited-to-30-fps-in-windows-8-and-windows-server-2012-remote-
sessions.

Configure RemoteFX

RemoteFX is a set of Microsoft Windows technologies that greatly enhances the end-user visual
and performance experience over the RDP protocol. [t is available in Windows Server 2008 R2
SP1 and later. Windows 7 was the first client side operating system to support RemoteFX. Both
the client and the server versions must be able to support RemoteFX in order for these
enhancements to work.

Although RAS supports earlier versions of Windows Server, certain performance capabilities will not
be available when those versions are used. RemoteFX has been improved with subsequent
releases of Windows. The best performance will always occur when running the latest version of
Microsoft Windows Server being accessed from the latest workstation version. Older versions of
Windows can connect with newer versions (e.g.: Windows XP to Windows 2012 R2 or Windows 10
to Windows 2003) and while this might be acceptable for certain workloads, RemoteFX capabilities
will not be available.

Parallels RAS supports RemoteFX on the following clients:

« Parallels Windows Client for Windows installed on Windows 7 SP1 and higher.
« Parallels Client for Mac
« Parallels Client for Linux
+ Parallels Client for iOS
21



Remote Access Configuration

« Parallels Client for Android

« Parallels Client for ChromeApp running on ChromeBooks

General Purpose RemoteFX Settings

RemoteFX is enabled on Windows systems using Group Policy. Parallels recommends to apply
Group policies at OU (organizational unit) level in Active Directory environments. Although local
Group Policies can be used, it requires to configure necessary settings on every Terminal
Server/Remote PC/VDI Guest in the RAS farm.

Hint: To edit domain Group Policies, from the Windows Run command, type GPMC.MSC. Once the
Group Policy settings are completed, run GPUPDATE /FORCE from the Run command to apply them.

Remote FX Settings for Server 2008 R2

Enable the following options on all Terminal Servers in your farm. Under Computer
Configuration\Administrative Templates\Windows Components\Remote Desktop Services\Remote
Desktop Session Host\Remote Session Environment enable the following:

« Configure RemoteFX

«  Optimize visual experience when using RemoteFX. Set to Medium Default.

« Set Compression algorithm for RDP data. Set to Optimize to use less network bandwidth.

«  Optimize Visual experience for Remote Desktop Services sessions. Set to Rich Multimedia.
« Configure image quality for RemoteFX Adaptive Graphics (Image Quality set to Medium).

« Configure RemoteFX Adaptive Graphics. Set to Let the system choose experience for network
conditions.

Setking | Skate | Commenk |
|=] Limit mazximum color depth Mok configured Mo
|i=] Enforce Removal of Remote Deskiop Wallpaper Mok configured Mo
|| Configure Remoters Enabled Mo
|=] Limnit mazximurn display resolution Mok configured Mo
|=] Limnit mazximumn number of monitors Mot configured Mo
|:=| Remove "Disconnect” option From Shut Down dialog Mok configured Mo
|i=] Remove Windows Security item From Start menu Mok configured Mo
|| Optimize visual experience when using RemoteFs Enabled Mo
Set compression algorithm For RDP data Enabled
|| Dptirmize visual experience For Remaote Deskbop Services sessions Enabled Mo
|i=] Start a program on connection Mok configured Mo
|2 Always show deskkop on connection Mok configured Mo
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RemoteFX settings for Server 2012 and 2012 R2

Enable the following options on all Terminal Servers in your farm. Under Computer
Configuration\Administrative Templates\Windows Components\Remote Desktop Services\Remote
Desktop Session Host\Remote Session Environment enable the following:

Configure Compression for RemoteFX Data. Set to Optimize to use less network bandwidth.
Configure image quality for RemoteFX Adaptive Graphics. Set to Medium.
Enable RemoteFX encoding for RemoteFX clients designed for Windows Server 2008 R2 SP1

Configure RemoteFX Adaptive Graphics. Set to Let the system choose the experience for
network conditions.

RemoteFX Settings for Windows Workstations Running Remote PC
Agents and Guest Agents

Remote FX Settings for Windows 7 SP1. Under Computer Configuration\Administrative
Templates\Windows Components\Remote Desktop Services\Remote Desktop Session
Host\Remote Session Environment enable the following options for virtual PC or VDI desktop which
has guest agent installed:

Enable RemoteFX.

Set Compression algorithm for RDP data. Set to Optimize to use less network bandwidth.
Optimize Visual experience for Remote Desktop Services sessions. Set to Rich Multimedia.
Configure compression for RemoteFX data. Set to Optimize to use less network bandwidth.
Configure image quality for RemoteFX Adaptive Graphics. Set to Medium.

Configure RemoteFX Adaptive Graphics. Set to Let the system choose the experience for the
network condition.

Setking | Skate | Commenk |
|=] Limit mazxirmumn color depth Mok configured Mo
|i=] Enforce Removal of Remote Deskiop Wallpaper Mok configured Mo
|| Configure Remoters Enabled Mo
|=] Limnit mazximurn display resolution Mok configured Mo
|=] Limnit mazximumn number of monitors Mot configured Mo
|:=| Remove "Disconnect” option From Shut Down dialog Mok configured Mo
|i=] Remove Windows Security item From Start menu Mok configured Mo
|| Optimize visual experience when using RemoteFs Enabled Mo
Set compression algorithm For RDP data Enabled
|| Dptirmize visual experience For Remaote Deskbop Services sessions Enabled Mo
|i=] Start a program on connection Mok configured Mo
|2 Always show deskkop on connection Mok configured Mo
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Configure RemoteFX Adaptive Graphics

RemoteFX supports two Group Policy settings that give administrators the flexibility to manually
choose the best configuration for their scenario. Both policies are under this path: Computer
Configuration\Administrative Templates\Windows Components\Remote Desktop Services\Remote
Desktop Session Host\Remote Session Environment.

The first policy setting is Configure image quality for RemoteFX Adaptive Graphics. This policy
setting specifies the graphics quality for a remote session. Administrators can use this option to
balance network bandwidth usage with graphics quality delivered.

The options are Medium (default), High, and Lossless. The Medium setting consumes the lowest
amount of bandwidth, The High setting increases the image quality with a moderate increase in
bandwidth consumption, while the Lossless setting uses lossless encoding, which preserves full
color and resolution integrity but requires significant increase in bandwidth.

The second policy setting is Configure RemoteFX Adaptive Graphics. This policy setting allows
the administrator to choose the encoding configuration to be optimized for server scalability or
bandwidth usage. If you enable this policy setting, the RemoteFX experience could be set to one of
the following options:

« Let the system choose the experience for the network condition
»  Optimize for experience (balanced)

«  Optimize to use minimum network bandwidth

By default, the system will choose the best experience based on available network bandwidth.

Configure RemoteFX Lossless Graphics

This policy setting allows the administrator to configure RemoteFX graphics for Remote Desktop
Session Host or Remote Desktop Virtualization Host servers to be lossless. If you enable this policy
setting, RemoteFX graphics will use lossless encoding. The color integrity of the graphics data will
stay intact. If you disable or skip the configuration of this policy setting, RemoteFX graphics lossless
encoding will be disabled.

Use the Hardware Default Graphics Adapter for all Remote Desktop
Services Sessions

This policy setting enables system administrators to change the graphics rendering for all Remote
Desktop Services sessions on a Remote Desktop Session Host (RD Session Host) server. If you
enable this policy setting, all Remote Desktop Services sessions on the RD Session Host server
use the hardware graphics renderer instead of the Microsoft Basic Render Driver as the default
adapter. If you disable or skip the configuration of this policy setting, all Remote Desktop Services
sessions on the RD Session Host server will use the Microsoft Basic Render Driver as the default
adapter.
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Note: The policy setting affects only the default graphics processing unit (GPU) on a computer with more
than one GPU installed. All additional GPUs are considered secondary adapters and used as hardware
renderers. The GPU configuration of the local session is not affected by this policy settings.
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Disable Application Monitoring

To save system resources on RDS hosts, it is possible to disable application monitoring if it is not
required.
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Server Reboots

Reboot clears up old sessions and releases resources in use (CPU, RAM, file handles, etc.). It is
recommended to configure scheduled reboots for your TS/RDSH (applicable for frequent logoffs
and logons). This can be carried out in the RAS console by navigating to Farm \ Terminal Servers.
Reboot frequency depends on how heavily the TS/RDSH are utilized.

Hint: Make sure that server rebooting does not cause any downtime. This can be carried out by
offloading users onto other servers prior to reboot by enabling the drain mode.

Backups

Parallels recommends setting up recurrent backups of Parallels RAS farm settings. This can be
accomplished using Parallels RAS PowerShell, which is a part of Parallels Remote Application
Server beginning with version 15.5.2. Parallels RAS PowerShell is installed by default when you
install Parallels RAS. If you chose not to install it, please run the Parallels RAS installer again and
install the Parallels RAS PowerShell component.
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The following sample PowerShell script shows how to export Parallels RAS farm settings to a file.

#Get the current datetime to be used as a name for the backup file.
#You can use any other unique name format that you like.
SDate = Get-Date -Format yyyy.MM.dd.mm.ss

#Import the Parallels RAS PowerShell module.
Import-Module PSAdmin

#Create a Parallels RAS session.

#Since the password must be passed as SecureString, we need to convert it first.
#In your own script, replace "secret" with your Parallels RAS password.

SPass = "secret" | ConvertTo-SecureString -AsPlainText -Force

#We can now create a Parallels RAS session.

#Replace "user" and "server.company.dom" with your RAS user and server names.

#If executing the script locally, you can omit the -Server parameter.
New-RASSession -Username "user" -Password $Pass -Server "server.company.dom"

#Export farm settings to a file.

#You can specify a different folder for saving the file if you wish.
#.dat2 is the default extension Parallels RAS uses for backup files.
Invoke-ExportSettings Senv:userprofile\$Date.dat2

#Close the current RAS session.

Remove-RASSession

Save the above sample script to a file with the ".ps1" extension. To test the script, you can execute
it in the PowerShell console. To execute the script on a schedule, do the following:

1  Open Windows Scheduler and click Create Task.

2 On the General tab page of the Create Task dialog, fill in all required fields.
3 Select the Actions tab page and then click the New button.
4

In the New Action dialog, make sure Start a program is selected in the Action drop-down list,
then click Browse and select your .ps1 script file.

5 Click OKin the New Action dialog.

6 Select the Triggers tab page and click New.

7 Inthe New Trigger dialog, specify the desired schedule settings.
8 Click OK to close all dialogs.

To import the settings from a saved file into a Parallels RAS farm:

« In the Parallels RAS Console, navigate to Administration \ Backup and click Import. Specify
the ".dat2" file to import the farm settings from.

« Using Parallels RAS PowerShell, execute the Invoke-ImportSettings cmdlet passing the
path and filename of the backup file.

The complete Parallels RAS PowerShell documentation can be viewed and downloaded from
http://www.parallels.com/products/ras/resources/
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Large File Upload / Download via Drive
Redirection

In some cases bandwidth and other factors can cause a memory error when transferring large files
between remote applications and local drives.

= Qut of memory R
There is not encugh memaory to complete this operation.
‘ 95428F2B-6448-4E3E-97EE-5C1BB31731CT _Track0000
i Date created: 7/29/2016 1:03 AM
[] Do this for all current items
Try Again | ‘ Skip | ’ Cancel

Mare details

For large file transfer optimization, the following settings should be made on both the server and
client side.

RDS/TS Server Settings

Referencing the Remote Desktop/Terminal Server Performance Settings section at the
beginning of this document:

« Set Visual Effects to "Best Performance".

« Set the Windows Paging file to three times the physical RAM.
Disable Desktop Composition under Group Policy (on Windows 2008 R2 only).

Under Local Computer Policy > Computer Configurations > Administrative Templates > Windows

Components > Remote Desktop Services > Remote Desktop Session Host > Remote Session
Environment, set Desktop Composition to "Not Configured."

Client Settings

Client settings can be changed on a per client basis using Connection Properties or centrally from
the Parallels RAS management console using Policies.
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1
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For an individual client, under Connection Properties, go the Experience tab and set the
Connection Optimization to WAN (10 Mbps or higher with high latency):
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2 To change this setting centrally for multiple clients, in the Parallels RAS Console, select the
Policies category. Add a policy for a group of users and under Connection Properties >
Experience, set the Experience Optimization to WAN.

Remove Gateway Browsing from Your LAN

Keep your gateway private on your local LAN:

1 Inthe Parallels RAS console under Farm select Gateways.
2 Open the gateway properties for each Gateway Server in your Farm.
3 Under the Network tab, uncheck "Broadcast RAS Secure Client Gateway Address"
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4 Click OK and then Apply Settings.

FAS Secure Client Gateway Properties ?

Properties | IP Address | Metwork | SSLITLS | HTML S | Wyse | Adwanced | Security
Setkings
R4S Secure Client Gateway Part: gz Default
[ |RDP Port:* 3389 Drefault

* Please make sure that this port does not conflick with the standard
‘Terminal Server Port’ setking,

[ |Broadcast RAS Secure Client Gakewsy Address:

Enable ROP UDP Data Tunneling
Client Manager Port: 20009
Enable ROP DS Atkack Filker

Remove Self-Signed Certificate Error

Parallels Remote Application server comes pre-configured with a self-signed certificate to enable
SSL access to the Farm during the testing phase. Self-signed certificates will generate a warning
that the connection is not secure/private. For production purposes, certificates should be
purchased from a Certificate Authority.

During the testing phase you may wish to suppress the self-signed certificate error which can be
done using RAS Policy settings. Note that this policy only works with Parallels Client for Windows,
Mac, and Linux.

To remove the certificate error simply follow the steps below:
1 Navigate to Policies from within the RAS Console.

2 Click + to add a Local/Domain group which will be affected by this policy.
3 Select "Options" under Palicy.
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4 Then click on the "Advanced Settings" tab.

5 Check the option "Do not warn if server certificate is not valid".
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6 Click OK and then Apply Settings.
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Remote PCs

Physical PCs can be accessed remotely using the RAS infrastructure:

- Parallels RAS Remote PC agents are used to publish both Applications and Desktops from the
Windows Desktop OS.

« Desktop Operating Systems can only support 1 remote user at a time.
Supported Desktop operating systems:

«  Windows 10 Pro, Windows 10 Enterprise, Windows 10 Education, Windows 8.1 Pro, Windows
8.1 Enterprise, Windows 8 Enterprise, Windows 8 Pro, Windows 7 Professional, Windows 7
Enterprise, Windows 7 Ultimate, Windows Vista Business, Windows Vista Ultimate, Windows
Vista Enterprise, Windows XP Professional.
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Configure RemoteFX (Windows 7 and later) using the RemoteFX Settings for Windows
Workstations Runnings Remote PC agents and VDI Agents (p. 23) in the RemoteFX section of
this guide.

VDI

Parallels RAS supports the following VDI hosts:

» Hyper-V & Hyper-V Failover Cluster

«  Windows 2008 R2 — Windows 2012 R2 Standard, System Center and Data Center
+  VMware vSphere ESX 5.1 - 6.0

« vCenter for Windows v5.1 — 6.0. The vCenter appliance is not currently supported.

« Citrix Xenserver to 6.5

Parallels RAS Agents currently support a max of 1000 VM’s per agent.

Max conneckions: 1000 Defaulk

The following Windows Desktop OS’s are supported VM’s within the VDI hosts:

«  Windows 10 Pro, Windows 10 Enterprise, Windows 10 Education, Windows 8.1 Pro, Windows
8.1 Enterprise, Windows 8 Enterprise, Windows 8 Pro, Windows 7 Professional, Windows 7
Enterprise, Windows 7 Ultimate, Windows Vista Business, Windows Vista Ultimate, Windows
Vista Enterprise, Windows XP Professional.

Configure RemoteFX (Windows 7 and later) using the RemoteFX Settings for Windows
Workstations Runnings Remote PC agents and VDI Agents (p. 23) in the RemoteFX section of
this guide.

VMware vSphere Environments:

« Standalone ESXi Host(s) are supported via the RAS VDI virtual appliance.

- If an ESXi host is managed by vCenter, a RAS agent must be installed on the vCenter server.

With Windows Hyper-V, the Agents are installed on the Hyper-V host.

With Citrix XenServer, the VDI Appliance is used to manage the VM'’s on the Citrix Xenserver.
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Examples:

Hyper-V

Properties | Credentials | Agent Settings | RDP Printer | Scheduler

Enable Host in site

VDI Type: M5 Hyper-i

VDI versian: |6.3.96EIIJ Hyper-i¥ Server 2012 B2

VDI Host: | 64.87.57.5]

YOI Pork: 1] Crefaulk

Description: | WMware Host 5.5.0

|:| YOI Agent Service is running on Appliance:
WD Agent: 64.87.57.5

For specific provider information, please click. here,
[ ]change Direct Address
Direck Address: | g4.87.57.11

Parallels Client uses the direct address to connect to the Wirtual Deskiop Host directly,

| | Cancel | |
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VMware using the VDI Appliance

Properties | Credentials | Agent Settings | RDP Printer | Scheduler

VDI Twpe: |'-.-'Mware ESx

YDIWersion: |5.5.0 (ESKI)

VDI Host: | 64.87.57.4

YDI Port: 443 Diefault

Description: | VMware Host 5.5.0

YOI fgent Service is running on Appliance:

VDI Agent: | 64.87.57.11

For specific provider information, please click here,
[ ] change Direct Address
Direct Address: | g4,87.57.11

Parallels Client uses the direct address to connect bo the Yirtual Deskiop Hosk directly,

|| Cancel ||
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VMware using vCenter (Windows Only)

Properties | Credentials | Agent Settings | RDP Printer | Scheduler

Enable Host in site

VDI Twpe: |'-.-'Mware wi_enker

YDIVersion: | 6.0.0

VDI Host: | 64.57.57.6]

YDI Port: 443 Diefault

Description: | VMware Host 5.5.0

|:| YOI fgent Service is running on Appliance:
YOI Agent: 64,87 57,6

For specific provider information, please click here,
[ ] change Direct Address
Direct Address: | g4,87.57.11

Parallels Client uses the direct address to connect bo the Yirtual Deskiop Hosk directly,

|| Cancel ||
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Citrix Xenserver using the VDI Appliance

Properties | Credentials | Agent Settings | RDP Printer | Scheduler

Enable Host in site

VDI Twpe: |Citrix XenServer

YOI Version: |'£u.5

YOI Host: | 64.87.57.6

YDI Port: 443 Diefault

Description: | VMware Host 5.5.0

YOI fgent Service is running on Appliance:

VDI Agent: | 64.87.57.6

For specific provider information, please click here,
[ ] change Direct Address
Direct Address: | g4,87.57.11

Parallels Client uses the direct address to connect bo the Yirtual Deskiop Hosk directly,

|| Cancel ||
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CHAPTER 7

Parallels RAS Web Portal

The Parallels RAS Web Portal uses Windows IIS. This gives the users a friendly web interface to
access their applications and desktops.

The following Windows Servers are supported by the Parallels RAS Webportal.

»  Windows Server 2003 Standard Edition, Windows Server 2003 Enterprise Edition, Windows
Server 2003 Datacenter Edition, Windows Server 2008,Standard Edition, Windows Server 2008
Enterprise Edition, Windows 2008 R2, Windows 2008 R2 Enterprise Edition, Window 2008 R2
Datacenter Edition, Windows Server 2012 Standard Edition, Window 2012 R2 Standard
Edition, Window 2012 Datacenter Edition, Windows 2012 R2, Datacenter Edition.

When a user accesses the RAS Web Portal for the first time, they will be prompted to download the
Parallels RAS Client.

« The administrator can assign the Parallels self-extracting client for this process which does not
require full administrative rights on the client system to install.

Parallels RAS Web Portal currently supports the following device platforms:

« Windows, Magc, Linux, Android, iOS, Raspberry Pl.
In This Chapter
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Windows Prerequisites for Parallels RAS Web
Portal

IS and .Net are required to be installed under Roles & Features in order to install the Parallels Web
Portal:



Parallels RAS Web Portal

4 (W] Web Server (II5)
4 W] Web Server
I [m] Commen HTTE Features
[m] Health and Diagnostics
Performance

I
I
I [m] Securi
.
MET Extensibility 3.5
MET Extensibility 4.5
Application Initialization (Mot installed)
ASP
ASPMET 3.5
ASPMET 4.5
CGl (Mot installed)
|SAPI Extensions
|SAPI Filters

PR N/ pplication Development]

MET Extensibility 3.5
MET Extensibility 4.5
Application Initialization (Not installed)
ASP
ASP.NET 3.5
ASP.MET 4.5
CGl (Mot installed)
ISAPI Extensions
ISAPI Filters
Server Side Includes (Mot installed)
Web5ocket Protocol (Mot installed)
I FTP Server (Mot installed)
4 (W] Management Tools
15 Management Console
I 153 & Management Compatibility (Mot installed)
15 Management Scripts and Tools
Management Service (Mot installed)

Configure User Friendly URL

By default, clients access the Web Portal via the following URL:
http://<hostname/ip:81>/2XWebPortal/Logon.aspx

To make the Parallels RAS Web Portal more user friendly please do the following.

1 Install the Webportal and pick port 80 instead of port 81.

2 Make sure that port 80 isn’t in use on the server. Common conflicts on Port 80:
+ |IS Default Web Site
» Parallels RAS Secure Client Gateway (if installed on this server)
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3 Login to ISS manager after you install the RAS Webportal.
4 Change the login URL under Default Documents by adding the document Logon.aspx.

5 Go into basic settings under the site and adjust the physical path to
"C:\inetpub\wwwroot\2xWebPortal"
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CHAPTER 8

Parallels RAS HTML5 Gateway

The Parallels HTML5 Gateway enables clientless remote access to the Remote Application Server
farm from most modern web browsers that support HTML5. The HTML5 Gateway can be
accessed using the following URL:

HTTPS://<Hostname/IP>/RASHTMLS5Gateway
Currently, the default URL cannot be modified.

Access is delivered through a web access site hosted on the Secure Client Gateway Server.
Multiple Gateway servers can be load-balanced by the High Availability Load Balancer (HALB).

The HML5 Gateway is enabled by default and requires SSL. A self-signed certificate can be used
and is pre-installed with the product. For production, Parallels recommends that an approved SSL
certificate from a Certificate Authority is used.

Due to the clientless nature of the solution, Local drive access from clients is not available.
However, files can be saved on File Shares and on Cloud Drives (Drop Box, Google Drive,
OneDrive, etc.) if those applications are published by the administrator.

Universal printing is supported when using the HTML5 Gateway.
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